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1
Decision/action requested

It is a proposal for a way forward on LS on protection of the URSP rules from HPLM.
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3
Rationale

This discussion paper proposes a way forward for the questions asked in S3-223166 LS on protection of the URSP rules from HPLMN. The discussion paper is a revision of S3-222752.
4
Detailed proposal

SA2 asks two questions in S3-223166- LS on protection of the URSP rules from HPLMN:
1. Do SA3 consider protection of the URSP rules provisioning in roaming scenarios adequate in Release -15 to Release-17 e.g. based on trust relationships between HPLMN and VPLMN?
2. Since SA2 is studying enhancement options for provisioning URSP in roaming scenarios (ref. KI#1 of TR 23.700-85) do SA3 see the need to enhance the security/integrity protection of URSP rules when provided from HPLMN and/or VPLMN? 

To answer above questions a few observations need to be considered. The UE is only allowed to accept rules from the HPLMN as defined in TS 23.503, implying that the VPLMN is not allowed to change the rules in transit. With the current protocol, there’s not a method enabling the UE to verify the authenticity of the rules, which enforce the UE to trust the VPLMN. In TS 33.501, other features require verification by the UE that the package wasn’t altered by the VPLMN, e.g. UE parameter update (UPU) and Steering of Roaming (SoR). These features add integrity protection to the package, containing respectively UPU data or steering list, enabling the UE to verify the origin of the package.

Another observation is the potential attack vectors which is imposed by not protecting the URSP’s during update. With the VPLMN capability of changing or adding URSP policies, the VPLNM can steer the data of the UE to an adversary for interception or just offload all the traffic to Wi-Fi while still imposing to have the UE roaming on the network. Hereby the UE nor the home network is in control of the UE traffic steering which was the intension of the URSP.
Proposal: To add consistency between features, UPU, SoR and URSP rule update, avoiding a generalized assumption on trust relationship between HPLMN and VPLMN and minimizing inductive reasoning concerning applicability of attack vectors, following is proposed.

· Raise a KI covering the issue described in the LS, protection of the URSP rules from HPLMN to UE, as part of FS_USIA for release 18.
· Inform SA2 about the decision to study the topic and provide specific answers when conclusion has been reached.  
